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DETAILED ACTION 

1. Claims 1-21 are pending in this application. 

2. Examiner has pointed out particular references contained in the prior arts of 
record in the body of this action for the convenience of the applicant. Although the 

i 

specified citations are representative of the teachings in the art and are applied to the 
specific limitations within the individual claim, other passages and figures may apply as 
well. Applicant should consider the entire prior art as applicable as to the limitations of 
the claims. It is respectfully requested from the applicant, in preparing the response, to 
consider fully the entire references as potentially teaching all or part of the claimed 
invention, as well as the context of the passage as taught by the prior arts or disclosed 
by the examiner. 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
-forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-21 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Nakanishi (Patent Number: 5,805,852) in view of Crispin et al. (Pub. No.: US 
2004/0228479 A1 ), hereinafter "Crispin" 
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5. As to claim 1 , Nakanishi discloses a method by using a very long instruction word 
(VL I W) architecture processor (column 8, lines 55-60), the processor comprising: 
a buffer for storing data (column 9, lines 15-25 and lines 50-65); 

a first register electrically connected to the buffer having a plurality of output ports 
and a plurality of input ports (column 9, lines 28-65); 

an input/output (I/O) controller electrically connected to the buffer and the first 
register for controlling data to be transmitted from the first register to the buffer or from 
the buffer to the first register (column 3, lines 39-65 and column 10, lines 60-67); 

■ 

an arithmetic logic unit (ALU) (column 10, lines 10-30) comprising: 
a plurality of input ports (column 10, lines 10-30); 
a plurality of output ports (column 10, lines 10-30); 

a basic logic operation unit for executing basic logic operations (column 5, lines 
11-45 and column 10, lines 10-30); and 

a plurality of multiplexers each having a plurality of input ports electrically 
connected to the output port of the first register or the output port of the ALU, and one 
output port electrically connected to the output port of the ALU and the output port of the 
first register (column 3, lines 19-65); 

a command input port; a command register electrically connected to the 
command input port for temporarily storing the commands input to the command input 
port (column 9, lines 1-13); and 

a command decoder/scheduler electrically connected to the command register, 
the plurality of multiplexers, and the ALU for decoding and scheduling the commands 
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from the command register in order to control at least one of the multiplexers to output 
and input one of the plurality of data units stored in the multiplexer to the ALU and 
control the ALU to operate (column 9, lines 15-65 and column 10, lines 60-67), 
the method comprising: 

(b) sending the command stored in the command input port to the command 
register (column 9, lines 1-13); 

(c) sending the command input into the command register to the command 
decoder/scheduler (column 9, lines 15-65 and column 10, lines 60-67); 

(d) decoding and scheduling the command sent from the command register to 
the command decoder/scheduler (column 9, lines 15-65 and column 10, lines 60-67); 

(e) controlling at least one of the multiplexers to output one of the plurality of data 
units input into the multiplexer from the first register and the ALU to the ALU and the 
first register, and controlling the ALU to operate (column 3, lines 39-65 and column 10, 
lines 60-67); and 

* 

(f) inputting data generated by the operation of the ALU into the plurality of 
multiplexers (column 3, lines 39-52, column 9, lines 15-65 and column 10, lines 60-67). 

Nakanishi doesn't explicitly disclose for implementing advanced encryption 
standards (AES). A special AES command unit for executing special logic operations 
according to AES. Receiving commands of AES execution, (a) inputting the command 
of AES execution into the command input port. 

However, Crispin discloses for implementing advanced encryption standards 
(AES) (FIG. 12, [0009], [0010]). A special AES command unit for executing special 
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logic operations according to AES ([0023] - [0024], [0069]). Receiving commands of 
AES execution ([0023] - [0024], [0069]). (a) inputting the command of AES execution 
into the command input port ([0023] - [0024], [0037], [0069]). 

* 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

6. As to claim 2, Nakanishi doesn't explicitly disclose processing and executing 
commands for a plurality of different modes according to AES. However, Crispin 
discloses processing and executing commands for a plurality of different modes 
according to AES ([0012]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide wide verity of applications. 

■ ■ 

7. As to claim 3, Nakanishi doesn't explicitly disclose executing 128-bit, 192-bit, 
256-bit AES (AES-128, AES-192, AES-256) encryption/decryption. However, Crispin 
discloses executing 128-bit, 192-bit, 256-bit AES (AES-128, AES-192, AES-256) 
encryption/decryption ([0009] - [0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide wide verity of applications. 
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8. As to claim 4, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R0, register R1, register R2 and register R3, and 
simultaneously process the least significant byte (LSB) and the second least significant 
byte counted for 8 bytes stored in register R0, register R1, register R2, register R3 
(column 9, lines 1-13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1- 
40). Nakanishi doesn't explicitly disclose a method that is able to execute an SBSR1 
(substitute byte shift row 1) command. However, Crispin discloses a method that is able 
to execute an SBSR1 (substitute byte shift row 1) command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

9. As to claim 5, Nakanishi discloses simultaneously process the most significant 
byte (MSB) and the second most significant byte counted for 8 bytes stored in register 
R0, register R1, register R2, and register R3 (column 9, lines 1-13, column 1, lines 29- 
35, column 2, lines 10-45, column 13, lines 1-40). Nakanishi doesn't explicitly disclose a 
method that is able to execute an SBSR2 (substitute byte shift row 1) command. 
However, Crispin discloses a method that is able to execute an SBSR2 (substitute byte 
shift row 1) command ([0010]). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

10. As to claim 6, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R0, register R1, register R2 and register R3, command 
and simultaneously process data stored in register R0 and register R1 (column 9, lines 
1-13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). 

Nakanishi doesn't explicitly disclose executing an MIXADK1 (mix column add 
round key 1). However, Crispin discloses executing an MIXADK1 (mix column add 
round key 1) ([0010], "AddRoundKey"). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

11. As to claim 7, Nakanishi discloses wherein simultaneously process data stored in 
register R2 and register R3 (column 9, lines 1-13, column 1, lines 29-35, column 2, lines 
10-45, column 13, lines 1-40). Nakanishi doesn't explicitly disclose executing an 
MIXADK2 command. However Crispin discloses executing an MIXADK2 command 
([0010]). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

12. As to claims 8 and 9, Nakanishi doesn't explicitly disclose being able to 
simultaneously generating an AES encryption key and encrypt a plain text according to 
AES. However, Crispin discloses being able to simultaneously generating an AES 
encryption key and encrypt a plain text according to AES ([0010], [0023] - [0024], 
[0037], [0069]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

13. As to claim 10, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R0, register R1, register R2, and register R3, and 
simultaneously process the LSB and the second least significant byte counted for 8 
bytes stored in register R0, register R1, register R2, and register R3 (column 9, lines 1- 
13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). Nakanishi 
doesn't explicitly disclose and the method is able to execute an INVSBSR1 (inverse 
substitute byte shift row 1) command. 

However, Crispin discloses a method executing an INVSBSR1 (inverse 
substitute byte shift row 1) command ([0010]). 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

14. As to claim 1 1 , Nakanishi discloses simultaneously process the MSB and the 
second most significant byte counted for 8 bytes stored in register R0, register R1 , 
register R2, and register R3 (column 9, lines 1-13, column 1, lines 29-35, column 2, 
lines 10-45, column 13, lines 1-40). Nakanishi doesn't explicitly disclose being able to 
execute an INVSBSR2 command. However, Crispin discloses being able to execute an 
INVSBSR2 command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

15. As to claim 12, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R0, register R1, register R2 and register R3, and 
simultaneously process data stored in register R0 and register R1 (column 9, lines 1-13, 
column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). Nakanishi doesn't 
explicitly disclose a method is able to execute an INVMIXADK1 (inverse mix column 
add round key 1) command. However, Crispin discloses a method is able to execute an 
INVMIXADK1 (inverse mix column add round key 1) command ([0010]). 

% 

9 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

16. As to claim 13, it is rejected using the same rationale as for the rejection of claim 
12. 

17. As to claim 14, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R20, register R21, register R22 and register R23, and 
simultaneously process the LSB and the second least significant byte counted for 8 
bytes stored in register R20, register R21, register R22, and register R23 (column 9, 
lines 1-13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). 
Nakanishi doesn't explicitly disclose a method that is able to execute an SBSR3 
command. However, Crispin discloses a method that is able to execute an SBSR3 
command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

18. As to claim 15, Nakanishi discloses method for simultaneously processing the 
MSB and the second most significant byte counted for 8 bytes stored in register R20, 
register R21, register R22, and register R23 (column 9, lines 1-13, column 1, lines 29- 
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35, column 2, lines 10-45, column 13, lines 1-40). Nakanishi doesn't explicitly disclose a 
method that is able to execute an SBSR4. command. However, Crispin discloses a 
method that is able to execute an SBSR4 command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

19. As to claim 16, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R20, register R21, register R22 and register R23, and 
simultaneously process data stored in register R20 and register R21 (column 9, lines 1- 
13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). Nakanishi 
doesn't explicitly disclose a method that is able to execute an MIXADK3 command. 
However, Crispin discloses a method that is able to execute an MIXADK3 command 
([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

■ * 

20. As to claim 17, it is rejected using the same rationale as for the rejection of claim 
16. 
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21 . As to claim 18, Nakanishi discloses wherein the first register comprises a plurality 
of registers including register R20, register R21, register R22 and register R23, and 
simultaneously process the LSB and the second least significant byte counted for 8 
bytes stored in register R20, register R21, register R22, and register R23 (column 9, 
lines 1-13, column 1, lines 29-35, column 2, lines 10-45, column 13, lines 1-40). 
Nakanishi doesn't explicitly disclose a method that is able to execute an INVSBSR3 
command. However, Crispin discloses a method that is able to execute an INVSBSR3 
command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

* 

22. As to claim 19, Nakanishi discloses simultaneously processing the MSB and the 
second most significant byte counted for 8 bytes stored in register R20, register R21, 

* * 

register R22, and register R23 (column 9, lines 1-13, column 1, lines 29-35, column 2, 
lines 10-45, column 13, lines 1-40). Nakanishi doesn't explicitly disclose being able to 
execute an INVSBSR4 command. However, Crispin discloses being able to execute an 
INVSBSR4 command ([0010]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 
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23. As to claim 20, Nakanishi doesn't explicitly disclose being able to execute AES 
encryption/decryption in OCB (offset code book) mode and CCM (counter mode with 
CBC MAC) mode. However, Crispin discloses being able to execute AES 
encryption/decryption in OCB (offset code book) mode and CCM (counter mode with 
CBC MAC) mode ([0012]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

24. As to claim 21 , Nakanishi doesn't explicitly disclose being able to use the same 
encryption key to simultaneously encrypt a plurality of data units. However, Crispin 
discloses being able to use the same encryption key to simultaneously encrypt a 
plurality of data units ([0010], [0017], [0040]). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time of the invention was made to modify the teaching of Nakanishi as taught by Crispin 
in order to provide "concurrent cryptographic operations". (Crispin) 

Conclusion 

25. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. See accompanying PTO 892. 

• US 2004/0146158 A1 - Cryptographic systems and methods supporting 
multiple modes. 
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• US 2004/0202317 A1-AES implementation as an instruction set extension. 



26. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Suman Debnath whose telephone number is 571 270 

« 

1256. The examiner can normally be reached on 8 am to 5 pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kim Y. Vu can be reached on 571 272-3859. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 



system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



SD 




